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Instagram is an image and video sharing g
allows users to share moments with the worl
has a live streaming feature and additional add-ons,
such as‘Boomerang.‘Hyperlapse’ and ‘Layout, which
can be used to enhance their feed. Users can choose to
add filters and make adjustments, such as brightness /
contrast to their photos. To make their content more
‘searchable, users can include hashta

to make them easier to

p that
The app

25 in their uploads

=
= LIVE STREAMING TO
-~y STRANGERS

The live stream feature on Instagram allows users
to connect with their friends and followers in
real-time. Followers can comment on the video
during the broadcast (which can be turned off in
the settings). If your child has a private account,
only their approved followers can see their story. It
is important to note that they still may have
followers that they do not know, which means they
could be live streaming to strangers. A public
moum allows anybody to view their story. We

gest that your child goes through their
fullowers list and blocks anyone they do not know.
An additional risk with live streams is that your
child may do something that they regret. This could
be captured by a viewer taking a screenshot and
then shared around the Internet.

IN-APP PAYMENTS
Instagram allows payments for products directly
through the app. It operates under the same rules
as Facebook Payments, which state that if you are
under the age of 18, you can only use this feature
with the involvement of a parent or guardian.

INSTAGRA

DAMAGE TO CONFIDENCE, BODY
MAGE & MENTAL HEALTH

When peoplz use filters on their photos on |nmgum,
it can set unrealistic expectations and create feelings
of Smdequa y and low sel il
Children e fe abl,
toa veallsn:ally e uted wnlh the llsk of drastkally
lowering your child’s confidence or sense of self-worth.

PHOTO / VIDEO SHARING
Posting photos and videos is Instagram's biggest
selling point, but with sharing images comes risks. A
photo which includes landmarks in the area, their
school uniform, street name, house and even tagging
in the location of the photo uploaded to Instagram can
expose the child’s location, making it easy to locate
them. If their account is not set to private, anyone can
access their account and see their location.

LOCATION TAGGING
Public locations can be added to a user’s
photos/videos and also to their stories. While this may
i ime, it can expose the
location of your child. This is particularly more of a risk
if itis on their story, as it is real time.

REMOVE PAYMENT METHODS
If you are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab.

RESTRICT MESSAGES
If your child's account is not set to private, anybody can
message them and reply to their stories. If they do wish to
keep their account public, we strongly recommend
changing the message reply settings to restrict who can
message them.

USE A PRIVATE ACCOUNT

By default, any image or video your child uploads to

you and only people you approve will see your posts and
videos.

National
Online

Safety

Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow

FILTER INAPPROPRIATE COMMENTS
Instagram announced on 1st May that they now have an
‘anti-bullying’ filter on the app. This new filter hides
comments relating to a person’s appearance or character, as
well as threats to a person’s wellbeing or health. The filter
willalso siert instagram to repeated problems so they can

take action against the user if necessary. This is
automatic filter, but it can be turned off. Make sure (hli is
turned on in the app's settings.

TURN OFF SHARING
Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We also
recommend turning off the feature which automatically

shares photos and videos from a story to a Facebool

account.

HIJACKED HASHTAGS

Like Twitter, hashtags are also an extremely
prominent tool in Instagram and with that
comes dangers for your child. One person may
use a seemingly innocent hashtag with one
particular thing in mind, and before you know it
hundreds of people could be using the same
hashtag for something inappropriate or
dangerous that your child certainly shouldn’t be
exposed to.

INSTAGRAM TV
Instagram TV works similarly to YouTube. Users can
watch videos from their favourite accounts on the
platform, or create their own channel and post th:
own videos. It's important to note that anyone can
create their own Instagram TV channel and you
don't have to be friends with a person to follow an
account and watch their videos. Ultimately, features
are encouraging users to spend more time on the
app, therefore it's important to set time limits and
ensure their devices are not disturbing their sleep
and performance at school.

A whole school community approach to online safety

www.nationalonlinesafety.com

Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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FBI warns parents 'sextortion' cases
involving children on the rise

Over the last five years, authorities say prosecutions are up 60 percent.

By Luke Barr
June 3. 2019, 3:41 PM + 6 min read

Chlld Explmtatlon
Complaints Rise 106% To
Hit 2 Million In Just One

Month: Is COVID-19 To
Blame?

- Thomas Brewster Forbes Staff
| =
& Cybersecurity

Associate editor at Forbes, covering
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Original Investigation

April 2018

Prevalence of Multiple Forms of Sexting
Behavior Among Youth
A Systematic Review and Meta-analysis

Sheri Madigan, PhD'"2; Anh Ly, MAL: Christina L. Rash, BAl; et al

& Author Affliations | Article Information

JAMA Pediatr. 2018;172(4):327-335. doi:10.1001/jamapediatrics.2017.5314

Key Points

Question What is the prevalence of sexting behavior among youth?

Findings Among 39 studies (with 110380 participants) in this meta-analysis, the mean prevalences for
sending and receiving sexts were 14.8% and 27.4%, respectively, with prevalence rates increasing in recent
years and as youth age. The prevalences of forwarding a sext without consent and having a sext forwarded
without consent were 12.0% and 8.4%, respectively.

Meaning Sexting is becoming a more common practice among youth; therefore, age-specific information
on sexting and its potential consequences should regularly be provided as a component of sex education.

Madigan, S. (2018, April 01). Prevalence of Sexting Behavior Among Youth. Retrieved from
https://jamanetwork.com/journals/jamapediatrics/fullarticle/2673719




MA LAW: Sexting and More : Age 18

 Child Pornography e Harassment

* Creating SORRY * Threats

* Manufacturing IT°S THE * Annoying Phone Calls
* Human Trafficking LAW e Stalking

* Enticing

-There is currently NO Revenge Porn Law

-Legislation is pending re this and juvenile sexting and cyberbullying
-Other laws according to age?
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Advice to young people

0 What do you do if someone sends 0 What do you do if someone asks

you a nude? you for one?
0 Unknown person- DELETE 0 STOP- is it worth the risk?
0 Known to you- REPORT 0 BLOCK- if you don’t know them

or if you do and they keep asking

0 TALK- if something happens or is
REPORT bothering you




How do we talk to children about sexting?

DO AVOID
v'Acknowledge it happens X It's illegal, don’t do it
v'Talk through the consequences X You'll get arrested

v"What are all the things that could go X Shock
o \l/\l/{ror;)g with a nude? Shhatte
alk about pressure _ 0 How could you do that?!
v'Anyone who asks you to d(? so_methlng o Why didn’t you tell me?!
you are not comfortable with is not a 1~ -
good friend X Yelling or hitting
v'Thank them for opening up to you. X Taking away device "forever” or
v'I'm so glad you told me. Let’s try and until they are 18 (at all?)

fix it.




If you feel like saying something mean OR
you see someone being mean

AR

CANCEL
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< Settings Privacy < Privacy Location Services
Your location updates while you have Snapchat open. -—

#& Photos
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Photos 4% Snapchat
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¥ FES ds cep ﬁ Starbucks

Bluetooth Sharing
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" @ TapShield
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Enable Location services to Media & Apple Music
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While Using

Disable Nearby As applications request access to your data, they will be
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Block

Report

Hide Your Story

Copy Profile URL

Share this Profile
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Chat Invite

Send Friend Request

Block

Report
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Last game playeq

@ xEx

© 85372 80 Friends

More

Message
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Mute in chat
Report
Block

MUTE

REMOVE FRIEND
BLOCK

1d ago
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A Safe Space to Talk

Remember:

* They won’t tell you if you don’t
give them a safe space, free of
judgement, blame, and anger

* You may be upset by what
happened but try to be calm,
understanding, and supportive

Things to say
* I’'m so glad you told me

* | will help you through this

* No matter what happened, |
love you

Things not to say

* How could you do that?

* Why did you do that?

 Why didn’t you tell me sooner?

18



How do we talk about
this with students?
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Conversation Starters: Can you show me...

...some of your apps”?
* Which do you like/check the most?
* Which one makes you feel the best?

& " ®* Which one sometimes makes you feel bad? Why?

Y . .
...something funny you've seen on TikTok?

EiO
®

..some of your friends’ profiles on Instagram?

* Let's see what pictures they have up & how much we can learn about them.
* Let's read some of the comments and see if any are a good or bad idea.

..your favorite video on YouTube?
..how to use Snapchat?
..some of the filters you use?



Diving Deeper

Has anyone ever posted a picture of you that made you feel embarrassed?
 What did you do?

Have you ever gotten a text from someone you didn’'t know?
 What did they say?

Do people sometimes ask you personal info like how old you are, what you
like, etc.?
 What do you tell them?

Has anyone ever asked you a question that was kind of rude? What about
a guestion that was kind of sexual?
 What did you do?



Has anyone ever asked you for a pic? And meant a nude?
 What did you do?

Has anyone ever sent you a nude? | know that happens and you can tell
me.
 How about any of your friends? Have they?

Has anyone ever tried to meet up with you or said they would pick you up
from somewhere?
 What did you do?



|s there anything you're worried about telling me? It's ok, you can.

|s there anyone else you could talk to about something that's
bothering you?

If something is too hard to talk about, you can always write it down.

You can always talk to me about these things and you will not be in
trouble for something if you need help.




|
Whether you game, snap
or scroll, we want you to
have fun and be safe on
all your devices!

stop-block- talk

= If someone asks you for something personal like where you live —
STOP. If someone asks you for a picture or tells you to take a video
@ of yourself and send it to them — STOP. If someone is being rude,
says something mean to you or calls you names - STOP. Don't reply
and don't call them names back. And if you feel like being mean to
someone yourself - STOP.

stop

If you are playing a game or chatting with someone and they keep
asking you the same questions that you don't want to answer —

. If you are talking or playing a game with someone and
they are making you mad, sad or uncomfortable — If
blockl  someone is threatening you or tells you they will do something to
embarrass or hurt you — . You don't ever need to feel bad
about blocking someone who does these things.

And if whatever happened bothers you or makes you feel worried —
TALK to someone you trust. If you don't know what to do - TALK to
a friend or trusted adult. And if you are worried about a friend who is
doing something unsafe — TALK to someone you frust about it.

ORBYBHEAO LI

STOP BLOCK AND TALK is a program of 2
ﬁ CNILDN(}N'S ADVOCACY CENTER

Suffolk County District Attorney

Rachael Rollins www.suffolkcac.org
617-779-2146

=
a
=~

www suffolkdistrictattorney.com
617-619-4000 | @StopBlockTalk (@)

Take a picture of this page so you always have it!

46
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stop-block - talk

STOP BLOCK & TALK is a program of
Suffolk County District Attorney
Rachael Rollins

www suffolkdistrictattorney.com
617-619-4000 | @StopBlockTalk (@)

Q
f'\ CHILDREN'S ADVOCACY CENTER

OTHER HELPFUL INFO:

@StopBlockTalk on Instagram & Snapchat
suffolkdistrictattorney.com | 617-619-4300
suffolkcac.org | 617-779-2146

CRISIS TEXT LINE - Text HELLO to 741741
24/7 help and support for people in crisis.

TEEN DATING ABUSE HELPLINE:
1-866-331-9474

Speak with peer advocates about dating,
relationships and abuse.

NATIONAL SEXUAL ASSAULT HOTLINE:
1-800-656-4673
Get help and referrals from advocates.

NATIONAL SUICIDE PREVENTION LIFELINE:
1-800-273-8255

Free confidential support for people in
distress and prevention and crisis resources.

TREVOR LIFELINE:

1-866-488-7386 | Text START TO 678678
A crisis and intervention and suicide
prevention line for LGBTQ youth.

To Report Online Abuse or Exploitation
Cybertipline: 1-800-843-5678
www.cybertipline.com

You can also click: “Get Help" / “Is your
explicit image out there?" for help with
getting pictures removed from specific sites.

24



stop-block- talk

A program of Suffolk County District Attorney
Rachael Rollins

@StopBlockTalk on Instagram
www.suffolkdistrictattorney.com
www.suffolkcac.org
Email: stopblocktalk@state.ma.us

E


http://www.suffolkdistrictattorney.com/
http://www.suffolkcac.org/

Online safety tools for
educators, parents & kids

Trends & Topics Teachinyg Resources

- SOCIAL MEDIA SITES & APPS

- MESSAGING, VIDEQ CHAT & 7E ﬂ - :
Py d NetSmartz offers free, multimedia Internet safety
| — presentations tailored for specific audiences — parents
- CELLPHONES ‘___:___, and communities, tweens, teens, and younger children.
- CYBERBULLYING ' Our innovative presentations utilize the latest statistics,
online resources, videos, and expert tips to educate,
- GAMING i engage, and empower children and adults to be safer on-

IMTERMET SAFETT: Ty EENS and offline
- ONLINE PRIVACY = )

New Presentations for Grades K-5 M

- LESSON PLANS LUse this new, completely redesigned presentation to share the 4 Rules of Internet Safety with younger audiences. This 30
minute presentation includes

- BASIC INTERNET SAFETY

- MORE

PRESENTATIONS # Easy to remember safety rules presented visually and rehearsed chorally.
- SAFETY PLEDGES % Updated visuals and content provide for a more developmentally appropriate examination of modern
internet use and safety.
# Clear, concise guidelines for safer Internet use.
# Relevant, non-threatening examples of online safety questions.

- TIP SHEETS

« Grades K-2 Presentations

Se—

- NSTEENS
- REAL-LIFE STORIES « Grades 3-5 Presentations
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Encourage Tw,
9¢ TWEWW netsmartz.org
This 40-minute PowerPoint presentation for tweens contains
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NO MATTER WHY YOU DECIDED TO SEXT, YOU

PROBABLY THOLIGHT THAT IT WOULO STAY PRIvATE. A ONLY IT DIDN ’Ta
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you ¢AN 0O TO ESCAPE THIS SITUATION.
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STAY SAFE ON THE COMPUTER
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will tell my  trusted adult if anything
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makes feel sad, scared or confused.
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will ask my trusted adult before sharing information
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like name, address and phone number.
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NetSmartz.org/SpecialNeeds

Content Copyright @ 2015 National Center for Missing & Exploited Children. All Rights Reserved. @ 2014 SymbolStix LLC




Get Help Now

NATIONAL CENTER FOR

MISSING &
EXPLOITED

CHEEEIIDERTE 7 N-

CyberTlpllne

CyberTipline.org * 1-800-THE-LOST”

Is a Child
Being Exploited

Search Missing Children'’s Posters Report to CyberTipline AMBER Alert
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Family
Online Safety

Institute

Good Digital Parenting Policy & Research Events About FOSI Contact Us

i“‘

Onllne Safety Across the

" Generations
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| AM EXCITED TO GIVE YOU THIS

IF YOU AGREE TO FOLLOW THESE RULES,

SMARTPHONE [

BUT THERE ARE SOME RULES THAT GO ALONG WITH IT...

TEXTING AND CALLING:

You are allowed to text and make calls, but there are some situations where
you're not allowed to text like:

WEB BROWSING:

This phone has an Internet connection and location services.
You are allowed to:

DATA USAGE:

Our phone plan comes with GB of data a month. You are allowed to
use GB of data each month and | would appreciate if you
monitored your usage periodically.

APPS:

You are approved to download apps a month and | would appreciate
if you checked in with me before purchasing or downloading them.

PHONE-FREE TIME:

| always want to be able to reach you but there are some occasions where
I would like you to put your phone away like:

NOT OVERREACT:

If you come across something that makes you feel
uncomfortable, | want to know about it so | can help
you. And | promise, if that situation ever comes up,

I will not overreact.

LEARN NEW THINGS:

| want to know about the cool things you do on your
smartphone so we can talk about them. | promise to
try and learn new and different things about
technology so we can try them out together.

BE RESPONSIBLE:

It is important that | set a good example when using
my phone too. So, | promise to never text and drive,
to learn more about my phone’s features, and to
take phone-free time with you.

Child sign here:

Parent sign here:

Family
Online Safety
Institute

GOOD DIGITAL PARENTING




National
Online
Safety

Resources for Schools

Step into the NOS Online Safety world, where we bring the world of online safety t¢

and empower parents, carers and children with the knowledge they need to sta

OSCARS ADVENTURES IN KS1 & KS2 Lesson Plans KS3 & KS4 Lesson Plans Platform Guides
THE ONLINE WORLD Classroom Pack Classroom Pack Free Resource for Schools
Online Safety Storvbook [ - |- _

32



Un s gram L shy Sake by £ T dmt
_ ank loalion Shared T Press Hhe
“MO LocaTio” Butter. R@m—?opj bnve
B thed ¥ sem ope —Hmed“nm,
_,-_1&4@_:‘;_&;‘ f -
X&ﬂ' y{v‘: gmg,nhL

tortnite  cn 5 @;‘
ey )y 7

82 obe - > q ,

on1c¢ ' om e g

NAY o\, oy - '

AR someloody. 0\“\0‘5 ?m Q\( t\m \C

\‘mc\% bo\ i P&HUY(’
bue 6 D
\N\K\ wt\\\\g\ @Q)\\ of eg ’eﬂe J\v §

DA \'Y\%\

33



wifn TN dowt

Is co} ("s\n?oa a 8afns\

"’MQ_ \Qw : - = \\&p )\\\Q,k LY o C }00\ S0

< &‘-\Q-Q,ou\v M uéc\xv S Neuss, \\\U\ N 0w
lw ‘\“b‘ Q th ::): Rae San, o 35%,5 W waas z\(\\c\;\\*b\)&k \*0\\

\¢ él oesost Uit N Madl s

k\\u ti ciug\w»ﬁ Nm\f ;o* w \‘a\ﬁg Qlonj
A | 208 Cou A :
T B

19 "\hb_s




0

Thanks!

Any questions?

You can find us at

marybeth.dawson@state.ma.us

www.suffolkcac.org
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